ABSTRACT The traditional embedded watermarking scheme achieves copyright protection of images by embedding watermarks into the original images. This process will deteriorate the original image, so it is not suitable for medical images. In order to overcome this limitation, this paper proposes a geometrically invariant color medical image null-watermarking scheme based on quaternion polar harmonic Fourier moments (QPHFM), which achieves the copyright protection without changing the original medical image. First, a high-precision QPHFM computation method based on wavelet numerical integration is designed, which can effectively improve the computation precision. Then based on the precise QPHFM (PQPHFM) and chaotic map, a robust null-watermarking scheme for color medical images is proposed to protect the copyright of color medical images. This scheme uses the PQPHFM to construct feature images and its good stability and geometric invariance make the proposed null-watermarking scheme has good robustness and resistance against geometric attacks. Extensive simulation experiments show that the proposed scheme is highly robust in resisting common attacks and geometric attacks such as scaling, rotation, change of length-width ratio, and flipping. The performance of the proposed scheme is superior to that of similar robust null-watermarking schemes and other color medical image watermarking schemes.
I. INTRODUCTION
In recent years, a large number of medical images, such as computed tomography (CT) images, magnetic resonance imaging (MRI), and ultrasound imaging (USI), have gradually become important references for doctors to perform clinic diagnosis, tracking of patients' medical conditions, teaching & research due to the quickness, high precision, and non-invasiveness of these medical examination techniques. With the rapid development of network technoloThe associate editor coordinating the review of this article and approving it for publication was Derek Abbott.
gies, medical image sharing and remote diagnosis technologies are becoming increasingly mature. During application of these technologies, it is very important to protect the integrity of medical images. Traditional embedded watermarking technology [1] - [3] is the main image copyright protection technology that has been used in recent years. But embedded watermarking technology will degrade the quality of the original image. To avoid influence on doctors' diagnosis, the information contained in the original medical images should not be corrupted when medical images are protected. Therefore, the null-watermarking scheme for medical images has become a focus of researchers' attention. Null-watermarking scheme does not embed any information into original medical images; instead, it constructs null-watermark using the image features, which can effectively protect the copyright of medical images while ensuring their integrity, hence it is very suitable for medical images.
Although the research on null-watermarking has made some progress, most of the methods cannot resist geometric attacks effectively. Due to their good stability and geometric invariance, a variety of quaternion image moments have been widely used in the field of image watermarking in recent years. Quaternion polar harmonic Fourier moments (QPHFM) [4] is a new type of quaternion moment with excellent geometric invariance and robustness proposed by . From [4] , we know that the QPHFM performs better than most other quaternion moments, hence we use QPHFM in this paper to construct null-watermark. However, traditional computation method of QPHFM, i.e., zeroth order approximation (ZOA) method, is performed in the Cartesian coordinates, which could generate geometric error and numerical integration error affecting the precision of moments computation and thus affecting the robustness of QPHFM-based null-watermarking scheme. This paper improved the QPHFM and designed a precise computation method capable of effectively improving the precision of QPHFM computation. Then a robust null-watermarking scheme was proposed based on the precise QPHFM (PQPHFM) and chaotic map [5] to realize the copyright protection of medical images without loss. The main reasons for using QPHFM are: (1) For medical images, there is a large black area (pixel value = / ≈ 0) in the background. The computation of QPHFM is based on the inscribed circle of the image, which can effectively avoid the black area participating in the QPHFM computation. (2) QPHFM has good stability and geometric invariance, which improves the ability of the null-watermarking scheme to resist geometric attacks. In addition, this scheme incorporates the advantage of chaotic map, which improves the scheme's security levels. The simulation results indicate that this scheme can not only resist conventional geometric attacks, but also resist complicated geometric attacks such as change of length-width ratio and flipping. The novelties of this scheme are as follows: (1) the precise QPHFM computation method introduced in this paper can effectively improve the precision of computation; (2) the color medical image null-watermarking scheme proposed based on PQPHFM can effectively resist serious geometric attacks such as change of length-width ratio and flipping; (3) this scheme features high security level as it is based on Cosine and Hybrid chaotic system and is extremely dependent upon the initial value of the chaotic system; and (4) using QR code as logo information, this scheme can significantly increase the watermark capacity and effectively improve the robustness of null-watermarking scheme.
This paper is organized as follows. Section II details the related works in terms of null-watermarking and geometrically invariant quaternion moments-based watermarking.
Section III introduces the QPHFM and compares two kinds of computing methods. In Section IV, the proposed null-watermarking scheme is elucidated in detail. Section V demonstrates the experimental results. Discussion and conclusion are wrapped up in Section VI and Section VII, respectively.
II. RELATED WORKS A. NULL-WATERMARKING
The concept of null-watermarking was initially proposed by Wen et al. [6] , who presented a discrete cosine transform (DCT) based null-watermarking scheme capable of effectively overcoming statistical attacks. Then by extracting the image features using high-order cumulants, they constructed a novel null-watermarking scheme [7] , which uses high-order cumulants to extract image features to construct null-watermark. Experiment results show that this scheme has a good performance and is highly robust in resisting noise addition, filtering, JPEG compression, and slight rotation attacks. Chen et al. [8] proposed a wavelet domain based image copyright protection scheme used for public copyright certification. This scheme extracts the feature matrix of the original image from the low-frequency subbands of wavelet domain, uses the same as the watermark matrix, then sends the watermark matrix and cryptographic parameters to a reliable third-party certification authority, TA, and adds a timestamp. This scheme can effectively resist interpretation attacks and is highly robust in resisting common image processing attacks and geometric attacks. Chang and Lin [9] proposed a novel adaptive image copyright protection scheme, in which the verification information was constructed by using Sobel edge detection scheme to detect the edge features of the image, achieving good effects. Tsai et al. [10] proposed an effective null-watermarking scheme based on α-trimmed mean algorithm and support vector machine (SVM). This scheme increases the precision of feature selection by removing noise using the α-trimmed mean algorithm and records the relationship between feature information and watermark using a well-trained SVM model. On the basis thereof, they proposed a null-watermarking scheme based on SVM and particle swarm optimization (PSO) [11] , which could effectively resist geometric attacks such as image rotation, scaling, and translating. Sun et al. [12] proposed a novel null-watermarking scheme based on generalized Arnold transform (GAT). This scheme firstly uses GAT to scramble the original logo image, then obtains the binary feature matrix from the original image based on rules of quantization-based embedding, and finally obtains a null-watermarking image through XOR operation on the scrambled logo image and feature matrix using spread spectrum technology. Gao and Jiang [13] introduced such image moments into image null-watermarking scheme and proposed a robust visual null-watermarking scheme based on Bessel-Fourier moments (BFM). Firstly, this scheme firstly performs translating and scaling normalization of the image and computes the BFM of the normalized image; secondly, this scheme converts the BFM amplitude to binary feature image and generates verification image after performing XOR operation on the logo image; finally, this scheme stores the verification image in a reliable authority, TA. This scheme can resistant a wide variety of attacks and its performance is superior to that of similar visual null-watermarking schemes and ZM-based scheme. Since then, image moments based null-watermarking schemes have attracted extensive attention. Using moment invariant theory and based on quaternion exponent moments (QEM) and polar complex exponential transform (PCET), Wang et al. [14] , [15] proposed two robust null-watermarking schemes for color images and gray scale images, which could effectively resist various geometric attacks and common image processing attacks. Shao et al. [16] proposed a robust double-image null-watermarking scheme based on OFMM and chaotic map, which achieved double-image copyright protection. This scheme constructs the feature image using the invariants of OFMM and adds a scrambled watermark to generate the verification image, and improves the system security using chaotic map. Thanh and Tanaka [17] proposed a robust null-watermarking scheme based on visual map feature (VMF) and permuted visual map feature (PVMF). The main idea of this scheme is to combine QR decomposition with one-dimensional DCT to extract the robust features of the image. The proposed VMF and PVMF are used to improve the robustness of null-watermarking and reduce the computation cost of this scheme. Liu et al. [18] proposed an improved vector map null-watermarking scheme. This scheme solves the problem of interpretation attacks by adding a timestamp to the watermark image sequence and is highly robust in resisting geometric attacks. Xiong [19] determined through analysis that the relationship between the mean of image blocks and the population mean of all selected blocks of the carrier image was highly robust, and on the basis thereof, proposed a chaos-based nullwatermarking scheme with high robustness in the spatial domain, which was highly robust in resisting attacks such as noise, filtering, row/column offset, scaling, rotation, and multiple combinations thereof. Kavitha and Sakthivel [20] proposed two null-watermarking schemes for medical image authentication and discussed the two schemes that were based on singular value decomposition (SVD) and contourlet transform-singular value decomposition (CT-SVD) respectively, which had relatively high levels of security and robustness and were applicable to medical image copyright protection.
B. GEOMETRICALLY INVARIANT QUATERNION MOMENTS-BASED WATERMARKING
Image moments are effective tools for image analysis, which are widely used in the field of image watermarking in recent years [21] , [22] . With the quaternion-based image analysis receiving more and more attention in the field of color image processing, the researchers combined the quaternion theory with the image moments to construct quaternion moments suitable for color images, including quaternion Fourier-Mellin moments (QOFMM) [23] , quaternion Zernike moments (QZM) [24] , quaternion polar harmonic transforms (QPHTs) [25] , quaternion radial Tchebichef moments (QRTM) [26] , quaternion radial Krawtchouk moments (QRKM) [27] , quaternion radial dual Hahn moments (QRdHM) [27] , quaternion Bessel-Fourier moments (QBFM) [28] , QEM [29] , quaternion Legendre-Fourier moments (QLFM) [30] , quaternion rotational moments (QROTM) [31] , quaternion pseudoZernike moments (QPZM) [31] , quaternion radial harmonic Fourier moments (QRHFM) [32] , quaternion radial substituted Chebyshev moments (QRSCM) [33] , quaternion Chebyshev-Fourier moments (QCHFM) [4] , and quaternion polar harmonic Fourier moments (QPHFM) [4] , etc. Due to their good stability and geometric invariance, quaternion moments have been widely used in the field of color image watermarking in recent years. Tsougenis et al. [26] designed the first quaternion moment-based color image watermarking algorithm based on QRTM. The experimental results clearly demonstrated the importance of quaternion moments in the field of color image watermarking, and proved its high performance in terms of robustness and imperceptibility. Then they [27] proposed the first adaptive moment-based color image watermarking algorithm based on three kinds of quaternion radial moments, i.e., QRTM, QRKM, and QRdHM. Wang et al. [29] designed a robust color image watermarking scheme based on local QEM, which is not only invisible, but also is robust against common image processing attacks and desynchronization attacks. Yang et al. [34] proposed a robust color image watermarking scheme using QPHTs, which has conquered geometric distortions, such as rotation, translation, and scaling, and common image processing attacks. Wang et al. [35] designed a color image watermarking scheme based on local QPHTs and scale-invariant feature detector with error resilience (SIFER) detector, which is robust to challenging desynchronization attacks. Shao et al. [36] presented a robust color image watermarking scheme based on visual cryptography and four kinds of quaternion-type moments, including QFMM, QZM, QPZM, and quaternion moments (QM). Niu et al. [32] put forward a geometrically invariant color image watermarking algorithm based on QRHFM, which not only has good imperceptibility, but also is robust to various attacks. Hosny and Darwish [37] constructed a precise, fast and numerically stable method to calculate the QLFM in polar coordinates, and based on which, they designed a geometrically invariant color image watermarking scheme. Then they [38] presented a fast and precise watermarking scheme based on PCET and quaternion PCET (QPCET) for both gray-level and color medical images, respectively. In this paper, parallel implementation of multicore CPUs and GPUs greatly reduces the overall time of the watermarking algorithm. In 2019, Hosny and Darwish [33] constructed a novel kind of quaternion moments, i.e., QRSCM, and then they designed an accurate and fast computing method for QRSCM in polar coordinates, and finally proposed a robust geometrically invariant image watermarking based on accurate and fast QRSCM.
III. QUATERNION POLAR HARMONIC FOURIER MOMENTS OF COLOR IMAGES A. QUATERNION REPRESENTATION OF COLOR IMAGES
A quaternion [39] is a type of hypercomplex number, defined as:
where a, b, c, and d are real numbers; i, j, and k are complex operators obeying the following rules:
The conjugate of the quaternion q isq = a−bi−cj−dk and the magnitude is |q| =
A quaternion with |q| = 1 is a unit quaternion, and a quaternion with a = 0 is a pure quaternion. The multiplication of any two quaternions q 1 and q 2 does not satisfy the commutative law, and the multiplication of their conjugates complies the law of
An RGB color image has three components, so it can be represented as a set of pure quaternions:
where f R (r, θ), f G (r, θ), and f B (r, θ) represent the red, green, and blue color components of f (r, θ), respectively.
B. QUATERNION POLAR HARMONIC FOURIER MOMENTS
The QPHFM basis [4] is a set of complete and orthogonal functions on the unit disk defined as:
where n(n ≥ 0), m(|m| ≥ 0). T n (r) is the radial basis function, defined as:
while n is even.
Image moments are the projection of an image function onto moments basis [40] . Hence QPHFM can be defined as the projection of a color image f (r, θ) onto QPHFM basis H nm (r, θ). As the multiplication of quaternions does not comply with the commutative law, the QPHFM of order n with repetition m can be defined in two ways: where µ denotes a unit pure quaternion. In this paper, µ is set to µ = (i + j + k)/ √ 3, unless otherwise specified. The two forms of QPHFMs are formed by placing the conjugate of QPHFM basis H nm (r, θ) on the left-and right-side of the color image f (r, θ).
Section III-A shows that the conjugate multiplication of any two quaternions, q 1 and q 2 , complies with the law of q 1 · q 2 = q 2 · q 1 , therefore, the relationship between P L nm and P R nm of the same color image can be obtained [4] . Unless otherwise noted, P L nm is used in the following text of this paper.
According to the theory of orthogonal function, original image f (r, θ) can be obtained by approximate reconstruction through weighted overlay of QPHFMs, as follows:
C. ZEROTH ORDER APPROXIMATION METHOD
For N × N sized discrete digital image, when its QPHFMs are computed, it is required to replace the double integration of Eq. (6) with two discrete summations. Firstly, it is required to normalize the image into a unit circle and place the center of the image at the center of the unit circle. When image moments are computed under normal conditions, there are two ways to normalize the image into a unit circle. One method is to normalize all pixel points into the circumscribed circle of the image. The other method is to normalize all pixel points into the inscribed circle of the image, in which case only the pixel points within the inscribed circle are used to compute the image moments. In order to ensure the invariance of QPHFM when the image is rotated, inscribed circle mapping is used in this paper, as shown in Fig. 1 . In addition, there are a large black areas (pixel value = / ≈ 0) in the background for medical images. The inscribed circle mapping method can effectively avoid the black area participating in the QPHFM computation. The inscribed circle of the image is shown in Fig. 2 . We can see that a large portion of the black area has been removed, which will undoubtedly improve the computation precision of QPHFM. In future VOLUME 7, 2019 work, we will be working to remove all black areas to further improve the computation precision.
As no analytical solution is available, the double integration of Eq. (6) is replaced by its zeroth order approximation (ZOA), which is given in the Cartesian coordinates as follows:
where Type 4 (Green box): Grids which are completely out of the circle.
In the ZOA method, only Type 1 and Type 2 grids participate in the QPHFM computation, while Type 3 and Type 4 grids do not participate. Hence the total area of Type 1 and Type 2 grids will not be equal to the area of the inscribed circle, which creates geometric error. In addition, the reason for the numerical integration error is that the double integration in QPHFM computation is approximated by zeroth order summation. To reduce these two kinds of error simultaneously, wavelet numerical integration (WNI) [41] is used to compute the QPHFM in this paper. Let f (x, y) be 2-D function, then WNI of f (x, y) is as follows:
where M = 2 j , j = 1, 2, . . .. In this paper, j = 3 is used for the sake of computational efficiency. WNI of double integration given in Eq. (9) was used for precise computation of the QPHFM:
where (11), we can see that there are 4M 2 sampling points for a grid. The constraint X 2 + Y 2 ≤ 1 is an improvement over the constraint x q 2 + y p 2 ≤ 1 used in the ZOA for inscribing circular disk. This constraint also allows those grids to take part in computation whose centers fall outside the circle. Obviously, none of the sample points falls outside the circle, resulting in a reduction in geometric error. Since more than one sample point participates in the QPHFM computation, the numerical integration error is significantly reduced.
E. COMPARISON BETWEEN THE PERFORMANCES OF THE TWO METHODS IN IMAGE RECONSTRUCTION
The performance in image reconstruction can be used to verify the accuracy of image moments. In this section, the performances of WNI method and ZOA method in image reconstruction are compared from the perspectives of subjective reconstruction images and objective reconstruction error. Firstly, the images subjectively reconstructed by these two methods were compared and two 64 × 64 color medical images were used. The comparison results are shown in Fig. 4 and Fig. 5 . From the left to the right, the orders of image The results show that as the order increases, the image reconstructed by WNI method becomes clearer and the effects of image reconstruction by ZOA method deteriorate as a white cross appears in the center of the reconstructed image. Therefore, WNI method is superior to ZOA method in terms of image reconstruction.
Then the average objective reconstruction errors of these two methods were compared using 20 64 × 64 sized color medical images. The reconstruction error was measured by mean square reconstruction error (MSRE) [42] . Fig. 6 shows that when the number of QPHFM is small, ZOA method and WNI method are basically the same in terms of their performance in image reconstruction. But as the number of moments increases, WNI method delivers better performance in image reconstruction, while ZOA method delivers worse performance in image reconstruction. This indicates that WNI method well compensates for the geometric error and numerical integration error of ZOA method and improves the precision of QPHFM computation. QPHFMs is:
It is known from Eq. (12) that:
Therefore, the amplitudes of the QPHFM are invariant to image rotation. 
2) SCALING INVARIANCE
In the computation of QPHFM, a N × N image f (r, θ) is mapped to a unit circle as follows.
The unit circle covers the same content of the image regardless of the size of the image, thus the QPHFM is invariant to image scaling.
3) LENGTH-WIDTH RATIO CHANGE INVARIANCE
In order to resist length-width ratio change attack, before the QPHFM of the M × N sized images were computed, the images were pre-sized to
2 , so that the image could be converted to a square image no matter how the length-width ratio changed.
4) FLIPPING INVARIANCE
Let f hf (r, θ) and f vf (r, θ) denote the horizontal and vertical flip versions of color image f (r, θ). From the definition of QPHFM, the relationship between their QPHFM can be known:
As the amplitude of QPHFM corresponds to the symmetric position of m = 0 and they are approximately equal, i.e. P L n,m (f ) ≈ P L n,−m (f ) , hence the QPHFM approximately complies with the rule of flipping invariance.
In order to verify the invariance of PQPHFM under rotation, scaling, change of length-width ratio, and flipping attacks, experiments were carried out as follows. A 256×256 sized original color MRI medical image from 'The Whole Brain Atlas' [43] was used as the test image and n max = 3 was taken. Due to the correspondence between the amplitude of PQPHFM and repetitiveness m = 0, only moments with m > 0 were selected for experiment. In this case, there were totally 12 moment amplitudes. Fig. 7 shows the 12 moment amplitudes of the original image and attacked images. The mean relative error (MRE) is used to evaluate the difference between the amplitudes of the attacked image and those of the original image. It can be seen that the MRE values are generally smaller than 0.08 under geometric rotation, scaling, change of length-width ratio, and flipping attacks, indicating that the PQPHFM amplitudes hardly changed under these attacks. Therefore, the PQPHFM can be used in the color image null-watermarking scheme to improve the scheme's resistance against rotation, scaling, change of length-width ratio, and flipping.
IV. PROPOSED NULL-WATERMARKING SCHEME
In recent years, QR code technology has infiltrated into every corner of people's life and affected people's life with its advantages of high security level, wide-ranged applicability, convenience, etc. The use of QR code as logo information to protect image copyright has two advantages: firstly, as the string that can be QR coded is much longer than that directly used as logo, the logo information capacity can be increased significantly; secondly, the strong fault-tolerant mechanism of QR code makes it unnecessary for researchers to pursue highest accuracy of logo information extraction, and it is only required to ensure the QR code can be identified, therefore, the robustness of null-watermarking scheme is improved. This scheme uses the amplitude information of the low-order PQPHFM of the image to construct the feature image and uses QR code as logo information to construct the null-watermark image.
Different from traditional watermarking methods, there are three roles in the proposed scheme: Embedder, Extractor and Intellectual Property Rights (IPR) Center. The embedder constructs the key image of the original image, the IPR center stores the constructed hash value from embedder, and the extractor checks the copyright of the original image. The proposed null-watermarking scheme has the following contributions: (1) it can effectively resist serious geometric attacks such as change of length-width ratio and flipping; (2) it has strong security by using Cosine and Hybrid chaotic system; and (3) it uses QR code as logo information to increase the watermark capacity. The proposed null-watermarking scheme comprises two processes: the null-watermark generation process and the null-watermark verification procedure. The flowchart of the proposed scheme is shown in Fig. 8 .
A. NULL-WATERMARK CONSTRUCTION
Let the original image be I = {f (x, y), 0 ≤ x, y < N } and original QR code image be L = {l(i, j), 0 ≤ i < P, 0 ≤ j < Q}. The detailed process of null-watermark construction is as follows:
(1) Generation of QR code. The effective information to be protected is concealed in the QR code as the string that can be QR coded is much longer than that directly used as logo and QR code can significantly increase the logo information capacity.
(2) Scrambling of QR code image. In order to eliminate the spatial relationship between QR code pixels and improve the robustness of null-watermarking scheme, the original QR code image L is scrambled by means of cosine mapping to obtainL = {l(i, j), 0 ≤ i < P, 0 ≤ j < Q}. Cosine map falls within the range of chaotic map, is sensitive to initial value and non-periodic, and can improve the scheme's security level. Its calculation formula is as follows:
The scrambling process mainly consists of two steps: image row-direction scrambling and image column-direction scrambling. The details are as follows:
1) Image row-direction scrambling Iterate the Cosine map for P times using key K 1 as the initial value to obtain the sequence within the range of [0, 1], X = {x(i), 1 ≤ i ≤ P}, and perform the following operation:
where 
where Y = {y (i), 1 ≤ i ≤ Q}. Assuming that sequence Y includes n elements and 1 ≤ j ≤ n is used to represent the image's column number, then mapping from L(1, j) to L(1, y (i)) for the first row of the image is established and their positions are exchanged. At this point, image column-direction one-time scrambling is complete.
3) Repeat step 2) for all rows of the image using key K 3 as the initial value (including P − 1 initial values) to perform one-time column-direction scrambling of the image and P−1 times of scrambling are required. At this point, the scrambling of the entire image is complete.
(3) Feature vector construction. As there are many digitization errors with the high-order moments of the image's continuous orthogonal moments, these high-order moments are not able to show the fine details of the image, and the direct use of high-order moments as image features to construct null-watermark will affect the performance of the null-watermarking scheme and reduce the robustness of the scheme. Therefore, for this scheme, only the low-order moments were selected and used for feature vector construction. The n max -order PQPHFM of original image I were computed, (n max + 1) × (2n max + 1) moment values were obtained and the corresponding amplitude sequence was obtained:
The amplitude sequence was replicated for multiple times and sequence − → A was expanded to an amplitude sequence with a length of P × Q, − → E = {E 1 , E 2 , · · · , E P×Q }, where P × Q was the size of the logo image.
(4) Feature vector binarization. The feature vector sequence − → E was binarized using the formula below and a binarized sequence was obtained,
where T denotes the binarization threshold value and the mean value of feature vector sequence − → E is taken. (5) Generation of chaotic feature image. The onedimensional binarized sequence − → B was converted to two-dimensional feature image L f of P × Q size. For security reasons, the feature image was scrambled using Hybrid chaotic map to generate chaotic feature imageL f .
1) The chaotic sequence was generated using Hybrid chaotic map. Hybrid map generates the chaotic pseudorandom sequence by periodically changing the initial value of chaotic iteration. Hybrid map not only inherits the characteristics of Logistic map [44] method such as simple operation and ideal chaotic effect, but also improves the security level of the chaotic system. This map is defined as follows:
The parameters of this map were valued as follows: 0 < x 0 < 1, 0 < u 1 < 4, 0 < u 2 < 4, and 0 < b < 1. When k ∈ N , best chaotic effect of the generated sequence was achieved. A chaotic sequence with a length of P × Q defined on (−1, 1) was obtained using key K 4 as the initial value of Hybrid chaotic map. In this paper, The parameters of Hybrid chaotic map were u 1 = 1.8, u 2 = 2.0, and b = 0.85.
2) Chaotic sequence binarization. The chaotic sequence generated was binarized and each coefficient and mean value in the chaotic sequence were compared to determine the sequence elements. When coefficient element was more than or equal to the mean value, it was recorded as 1 and otherwise it was recorded as 0.
3) Generation of chaotic feature image. The binarized chaotic sequence was dimension-raised to a chaotic matrix of P × Q size, H , and a chaotic feature image was obtained through XOR operation on the generated chaotic matrix and feature image:
(6) Generation of null-watermark image. Then a null-watermark image was obtained through XOR operation on chaotic feature imageL f and scrambled QR code imagê
(7) Then the hash value HS of all information of keys K 1 , K 2 , and K 3 in step (2), key K 4 in step (5) and null-watermark image W , etc. was calculated using the formula below and sent to copyright certification authority CA:
where H (·) denotes one-way hash function [45] , [46] .
B. NULL-WATERMARK VERIFICATION
The purpose of null-watermark verification is to verify the ownership of copyright of the image to be verified, I * . Firstly, HS needs to be verified and the validity of keys K 1 , K 2 , K 3 , and K 4 and null-watermark image W needs to be examined. If the verification is successful, the scheme continues, and if the verification is unsuccessful, the scheme stops. The detailed process of null-watermark verification is summarized as follows:
(1) Feature vector construction. The n max -order PQPHFM of the image to be verified, I * , were computed, (n max + 1) × (2n max + 1) moment values were obtained and the corresponding amplitude sequence was obtained:
The amplitude sequence was replicated for multiple times and sequence − → A was expanded to an amplitude sequence with a length of P × Q, − → E * = {E * 1 , E * 2 , · · · , E * P×Q }, where P × Q was the size of the logo image. 
, finally, detected QR code image L * was obtained through reverse scrambling ofL * using keys K 1 , K 2 , and K 3 .
V. EXPERIMENTS AND ANALYSIS
The experiments were conducted in Matlab R2015b environment. 20 256 × 256 sized MRI color medical images from 'The Whole Brain Atlas' [43] were used for experiments and QR code information was used as logo information. Fig. 9 shows 8 color images and one QR code image. The max moment order of PQPHFM was set to n max = 10.
A. ANALYSIS OF ATTACK RESISTANCE
In this paper, peak signal to noise ratio (PSNR) is used to measure the similarity between the attacked image and the original image. Bit correctness ratio (BCR) [47] is used to measure the similarity between the restored and original QR code images. BCR is the ratio of correct bits of the restored QR code to the total bits of the QR code and its value is within the range of 0-1. It is obvious that the closer the value of BCR is to 1, the more robust the scheme will be. BCR is defined as follows: BCR = Number of correct retrieved bits Number of logo image bits × 100%.
1) JPEG COMPRESSION ATTACK
JPEG compression attack is the most frequently encountered attack. The purpose of image compression is to prevent excessive stress on the channel and impact on transmission rate caused by excessively large data volume during image transmission. Image pixels will be lost during JPEG compression. During the experiment, the original images were tested at compression quality factors of 10, 20, 30, 50, 70 , and 90 respectively. The results of compression attack test of one original image are shown in Fig. 10 . The results show that with the decrease of compression quality factor, the degree of image distortion increases and the BCR values of the restored QR code images decrease. However, BCR values are still higher than 0.96 when the quality factor is 10, indicating that this scheme can maintain good robustness under JPEG compression attack.
2) FILTERING ATTACK
Image filtering is to inhibit the noise of the target image while reserving the detailed features of the image as far as practicable and its main purpose is to filter the high-frequency components of the image. Image pixels will be lost during image filtering. During the experiment, the original images were tested by Gaussian filtering, average filtering, and median filtering with 3×3 and 5×5 sized filtering kernels were used. The results of filtering attack test are shown in Fig. 11 . As the filtering template enlarges, the quality of original images is reduced, but as observed from restored QR code images, it is not affected significantly. In addition, the BCR values indicate that this scheme can perfectly resist Gaussian filtering VOLUME 7, 2019 and is less robust in resisting average filtering and median filtering, but the BCR values are higher than 0.95, indicating that the scheme proposed in this paper can effectively resist filtering attack.
3) NOISE ATTACK
During transmission, images will be interfered with by noise. The original images were tested under attacks by Gaussian noise and Salt & peppers noise. The variances of Gaussian noise were 0.05, 0.01, and 0.005 respectively and the intensities of Salt & peppers noise were 0.05, 0.01, and 0.005 respectively. Fig. 12 shows the original images under noise attack and restored QR code images. As the level of Gaussian noise and Salt & peppers noise increases, the image quality is reduced and the clarity of restored QR code images is also reduced, but the BCR values of restored QR code images are still higher than 0.95 and the QR codes can still be correctly scanned. Therefore, this scheme can resist certain levels of Gaussian noise and Salt & peppers noise.
4) CHANGE OF BRIGHTNESS AND CONTRAST
The change of brightness and contrast of color images will enhance the color of images and cause the image display to change. During the experiment, the images were tested respectively under light increasing, light lowering, contrast increasing and contrast lowering conditions. Fig. 13 shows the results of brightness and contrast change tests. The results show that under various attacks mentioned above, the BCR values are higher than 0.97, indicating that the change of brightness and contrast has almost no impact on this scheme.
5) CROPPING ATTACK
Cropping attack is to crop the images arbitrarily to corrupt the image information. During the experiment, the images were cropped in their upper left corners at cropping ratios of 1/16, 1/8, and 1/4 respectively. Fig. 14 shows the cropped original images and restored QR code images. It can be observed from Fig. 14 that when the cropping ratio is 1/16 and 1/8, the QR code images can be restored in a lossless manner, and when the cropping ratio is 1/4, the effects of restored QR code images are reduced significantly.
6) ROTATION ATTACK
Image rotation is a frequently encountered geometric attack that causes the pixel positions to change and increases the difficulty in restoring QR code images. During the experiment, the images were rotated 1 • , 5 • , 20 • , 45 • , 80 • , and 150 • , respectively. The rotated images and restored QR code images are shown in Fig. 15 . It can be observed that the QR code images restored after rotation attack are very clear, indicating that this scheme can effectively restore the images to QR code images after rotation attack. 
7) SCALING ATTACK
Scaling attack is another frequently encountered geometric attack that causes the image size to change and thus changes the pixel positions of the image. During the experiment, the original images were scaled by 0.5, 0.8, 1.2, 1.5, and 2 times respectively. The scaled images and restored QR code images are shown in Fig. 16 . It can be observed that under scaling attack, the BCR values of restored QR code images are higher than 0.97, indicating that this scheme can effectively restore the images to QR code images after scaling and is highly robust in resisting scaling attack. It is to be noted that the image size will change after scaling attack and it will not be possible to measure the PSNR directly, therefore, the PSNR of scaled images is not given herein and only BCR values are given.
8) LENGTH-WIDTH RATIO CHANGE ATTACK
Image scaling attack scales the entire image as a whole and the length-width ratio remains unchanged after scaling. From Section III-D, it can be known that the PQPHFM are computed based on inscribed circle mapping, therefore, after the image's length-width ratio has been changed, the inscribed circle of the image cannot be obtained, making it impossible to compute the image's PQPHFM directly. In order to resist the length-width ratio change attack, the lengthwidth ratio of M × N sized images was firstly scaled to transform the images to
M +N 2 sized square images and then the PQPHFM of these square images were computed. The process mentioned above is equivalent to two times of length-width ratio scaling of the original images, after which the image pixels are still highly correlative, and therefore the PQPHFM remain invariant. Fig. 17 shows that the BCR values of QR code images restored after various length-width ratio changes are higher than 0.99 and the information contained in the QR codes can still be successfully scanned, indicating that this scheme can effectively resist length-width ratio change attack. It is to be noted that the image size will change after length-width ratio change and it will not be possible to measure the PSNR directly, therefore, the PSNR of scaled images is not given herein and only BCR values are given.
9) FLIPPING ATTACK
Image flipping is to flip the image around its center along the up-down and left-right directions and the up-down direction flipping and left-right direction flipping are called vertical flipping and horizontal flipping respectively. Most null-watermarking schemes cannot effectively resist flipping attack as they are highly dependent upon the pixel sequence of the image. As stated in Section III-F, the PQPHFM are approximately invariant when images are flipped, therefore, this scheme can still effectively restore the QR code information after the images are flipped. The BCR values of the QR code images restored after flipping are 0.9824 (shown in Fig. 18 ), which verifies the conclusion mentioned above.
10) COMBINED ATTACK
Images are easy to suffer multiple attacks at the same time in the transmission process, so the robustness of the scheme against combined attacks is crucial. During the experiment, the images suffered a variety of combined attacks, and the results are shown in Fig. 19 . It can be seen that although the combined attacks do reduce the robustness of the scheme compared with one kind of attack, the BCR values are still higher than 0.95, which further indicates that the proposed scheme has good robustness. 
B. COMPARISON OF THE PERFORMANCES OF DIFFERENT SCHEMES
In this section, the scheme proposed in this paper is compared with other schemes from the perspective of robustness. Since the proposed scheme is a quaternion moments-based color medical image null-watermarking scheme. To show the superiority of the scheme, we compare it with other four kinds of watermarking schemes.
(1) three representative similar image null-watermarking schemes [8] , [9] , [14] , (2) quaternion theory-based color medical image watermarking scheme [48] , (3) lossless medical image watermarking scheme [49] , and (4) five representative geometrically invariant quaternion momentsbased watermarking schemes [29] , [32] - [34] , [37] . Based on these four considerations, the following nine references are selected for comparison: reference [8] , which proposed a wavelet domain based image public copyright certification scheme, which could effectively resist interpretation attacks and was highly robust in resisting various malicious attacks; reference [9] , which proposed a novel adaptive image copyright protection scheme, in which the verification information was constructed by using Sobel edge detection scheme to detect the edge features of the image, achieving good effects; reference [14] , which proposed a QEM based color image null-watermarking scheme, which could effectively resist various geometric attacks and common image processing attacks; reference [48] , which constructed quaternion Hadamard transform (QHT) based on quaternion theory and proposed a color image watermarking scheme on the basis thereof; reference [49] , which proposed a robust lossless medical image watermarking scheme applicable to e-health systems, with embedding factors K = 10 and K = 20; references [29] , [32] - [34] , [37] , which are representative geometrically invariant watermarking schemes based on five quaternion moments, i.e., QEM, QPHTs, QRHFM, QLFM, and QRSCM, respectively. In the comparison experiments, the results are obtained by averaging the BCRs of 20 images. The results of comparison between this scheme and those presented in references [8] , [9] , [14] are listed in Table 1 . The overall performance of this scheme is superior to that of other similar schemes. The results of comparison between this scheme and those presented in references [48] , [49] are listed in Table 2 . The main forms of geometric attacks included rotation, scaling, and common attacks such as noise and JPEG compression. The results show that the proposed scheme delivers significantly better performance than schemes [48] , [49] under various attacks. The comparison results between this scheme and the other five geometrically invariant watermarking schemes are shown in Table 3 , which indicate the robustness of the proposed scheme is superior to schemes [29] , [32] - [34] , [37] under various attacks. The results of the three aforementioned comparisons indicate that the scheme proposed in this paper is highly robust and superior to other schemes mentioned above.
C. THE COMPLEXITY OF THE PROPOSED SCHEME
In this section, the complexity of the proposed scheme is analyzed in detail. Due to the core of the proposed scheme is PQPHFM, for a N × N sized image, we know from Eq. (11) that the number of multiplications in the computation of one PQPHFM is 2M × 2M × N × N . Since the PQPHFM with max moment order n max contains (n max + 1) × (2n max + 1) moments, the number of multiplications of the PQPHFM with max moment order n max is O(2M × 2M × N × N × (n max + 1) × (2n max + 1)). Hence the time complexity of the proposed scheme is O(M 2 N 2 n 2 max ).
VI. DISCUSSION
In this paper, we designed a precise computation method of QPHFM, namely PQPHFM, which effectively improves its computational precision. Then based on PQPHFM and chaotic map, we proposed a geometrically invariant null-watermarking scheme for color medical images. The experimental results show that the scheme can resist common attacks and geometric attacks very well, especially can resist length-width ratio change attack and flipping attack. Compared with the other similar null-watermarking schemes and two color medical image robust watermarking schemes, this [8] , [9] , [14] .
TABLE 2.
Comparison of the robustness (BCR) between the proposed scheme and schemes [48] , [49] .
TABLE 3.
Comparison of the robustness (BCR) between the proposed scheme and geometrically invariant quaternion moments-based watermarking schemes [29] , [32] - [34] , [37] .
scheme has better robustness, and hence, is very suitable for copyright protection of color medical images. It can be seen from Figs. 10-13 that this scheme is perfectly robust to common attacks, such as JPEG compression, noise adding, image filtering, brightness changing, and contrast changing. This is because the scheme uses the amplitudes of PQPHFM to construct a null-watermark. As a continuous orthogonal moment, the QPHFM amplitude has strong stability, which ensures the good performance of this scheme against common attacks.
The results to cropping attack in Fig. 14 show that the restored QR code image quality drops sharply when the cropping ratio is 1/4. The reason is that the PQPHFM calculated by this scheme is obtained through inscribed circle mapping, when the cropping ratio is lower than 2− √ 2 2 , the content within the inscribed circle will not be affected, but once the cropping ratio exceeds 2− √ 2 2 , the content within the inscribed circle will be affected, resulting in significantly reduced effects of restored QR code images. Therefore, this scheme can resist cropping attack to a certain extent.
Figs. [15] [16] [17] [18] [19] show the superb robustness to image rotation, image scaling, length-width ratio change, image flipping, and combined attack, respectively. The reason is that the PQPHFMs used to construct feature images are invariant when the image suffering the these attacks. Tables 1-3 show the comparison results of this scheme with other schemes. The results show that the robustness of this scheme is generally better than that of other schemes under various attacks. This is mainly due to the good robustness and geometric invariance of QPHFM. In addition, this paper deduces the length-width change invariance and flip invariance of QPHFM, which makes the proposed null-watermarking scheme effective against length-width change attack and flip attack, whereas other schemes cannot resist these two attacks. In a word, this scheme has strong usefulness in color medical image copyright protection.
Unfortunately, this scheme has some shortcomings. In Tables 1-3 , this scheme is comparable than other methods for few attacks, such as median filtering and cropping. In addition, this scheme has low robustness in resisting large-scale cropping attack. Future works will focus on improving the scheme in three aspects. (1) Construct multiple null-watermarks using local stable regions of the image [29] , making it can resistant to large-scale shear attacks and other local distortion attacks. (2) Extend QPHFM to fractional QPHFM [50] and apply the improved QPHFM to vedio null-watermarking [51] . (3) Combine QPHFM with neural network [52] and propose a novel null-watermarking scheme based on neural network and QPHFM.
VII. CONCLUSION
Quaternion image moments have strong capability in describing image features and have been widely used in the field of color image analysis. However, for traditional computation methods, the ZOA of the double integration leads to geometric error and numerical integration error. In order to alleviate these problems, we resorted to the WNI of the kernel functions and proposed a precise QPHFM computation method capable of delivering more precise computation results. Based on the proposed PQPHFM and chaotic map, this paper proposed a robust color medical image null-watermarking scheme resistant to geometric attacks. This scheme constructs feature images using the PQPHFM and its good stability and geometric invariance allow the proposed null-watermarking scheme to have good robustness and resistance against geometric attacks. Compared with other null-watermarking schemes and color medical image watermarking schemes, this scheme is more robust. 
